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PROBLEM TO BE SOLVED: To make the security of 
held Information high by making a terminal transmit a 
telegraphic message consisting of information and a 
verification key signing with a signature key generated 
in a pair with the verification key to a center through 
a network for registration, and also decodes the 
signature key and holds it 

SOLUTION: This method is constituted of a settlement 
center 1, the network 3, general member terminals 4A 
and 4B t member store terminals 5A and 58, a center 
device 6A of a credit company 6, and a center device 7A 
of a bank 7. A 1st password and a 2nd password for 
ciphering are Inputted and registration contents to the 
settlement center 1 are inputted. Then T the signature 
key and a 'kind' for generating the verification key 
paired with the signature key so as to verify the 
signature key are inputted. The signature key and 
verification key corresponding to the inputted 'kind' 
are generated. The signature key is ciphered with the 
2nd password and further ciphered with the 1 st password 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation. 

tThis document has been translated by computer. So the translation may not reflect the original 
precisely. 

2,**** shows the word which can not be translated. 
3in the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]It is a registration method of information using a network which a center and a terminal 
are connected via a network, and transmits to a center as wording of a telegram, and registers 
information on a terminal via a network, Said terminal signs with said 1st key and the 2nd key 
generated by pair to said wording of a telegram which consists of the 1st key for performing 
verification of said information and this information, and it transmits to a center, and make it 
register via a network, and. A registration method of information using a network enciphering and 
holding sard 2nd key with a password. 

[Claim 2]In claim 1, said password consists of the 1st and 2nd passwords, and said terminal 
enciphers said 2nd key with said 1st password, and. A regfstratton method of information us'mg a 
network enciphering and holding the 2nd key enciphered with the 1st password with the 2nd 
password, 

[Claim 3]In claim 2, when transmitting signature wording of a telegram to a center, encipher with 
the 1st password, save said terminal temporarily, and, A registration method of information using 
a network decrypting with the 3rd key and registering if this signature wording of a telegram is 
decrypted with the 1st password at the time of transmission in the center, and it enciphers with 
the 3rd key generated temporarily, it transmits between centers and this signature wording of a 
telegram is received in the center. 

[Claim 4]A registration method of information using a network when wording of a telegram signed 
with the 2nd key from said terminal after registration of said information is transmitted in which 
claim of claim 1 thru/or claim 4, wherein a center verifies this signature wording of a telegram 
with the 1st registered key. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation, 

1/This document has been translated by computer So the translation may not reflect the original 
precisely, 

2.**** shows the word which can not be translated 
3.1n the drawings, any words are not translated 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention relates to the registration method of the information at the 

time of registering information, including personal information etc, via a network. 

[0002] 

[Description of the Prior Art] Electronic commerce technology (electronic commerce) is being 
realized by progress of multimedia art or the spread of the Internet. The payment system by a 
credit card is known as one of the payment systems on such a network, 
[0003] 

[Problem(s) to be Solved by the Inventfonllt is necessary to register personal information into a 
center via a network in such a settlement system. However, since such a settlement system 
intervenes networks, such as the Internet, and electronic commerce technology is performed 
between many and unspecified persons, there is a possibility that personal information may be 
freely used for* others and unjust dealings may be conducted to them — therefore, encoding 
technology and the person himself /herself — it is requested that thoroughgoing organization is 
taken about security, such as attestation. Therefore, an object of this invention is to secure high 
security, when registering information, including persona! information etc., via a network, and 
when holding personal information. 
[0004] 

[Means for Solving the Problemjln order to solve such a technical problem, a center and a 
terminal are connected to this invention via a network, When transmitting to a center as wording 
of a telegram and registering information on a terminal via a network, a terminal, Sign with 
verification keys and the 2nd key (signature key) generated by pair to the above-mentioned 
wording of a telegram which consists of the 1st key (verification keys) for performing veriffcation 
of the above-mentioned information and this information, transmit to a center, and make it 
register via a network, and. It is the method which enciphers with a password and held a 
signature key at a terminal, Therefore, when transmitting and registering with a center from the 
terminal side by making information, including personal information etc,, into wording of a 
telegram, sign personal information in an individual by the terminal side, transmit to a center, and. 
Since it enciphers with a password and was made to keep this signature key, the high security 
nature of personal information registered via a network can be secured, therefore an 
unauthorized use by a third party of such personal information can be prevented exactly. Since a 
password is managed only individually, an unauthorized use of a password is restricted when the 
person himself/herself involves by leak by inattention of the person himself/herself, etc, and it 
can maintain security high as the whole system. Constituting the above-mentioned password 
from the 1st and 2nd passwords, a terminal enciphers a signature key with the 1st password 
(password 8), and it is the method which enciphers with the 2nd password (password A) further, 
and held a signature key enciphered with the 1st password. Therefore, even if the 1st password 
is decoded by third party, since a signature key is further enciphered with the 2nd password, 
when a signature key is limited to use of only the person himself/herself and it, as a result, 
conducts dealings of evidence by an electronic signature, high security nature can be secured, 
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When transmitting signature wording of a telegram to a center, encipher with the 1st password, 
save a terminal temporarily, and. It is at the transmittingHn center time, and after decrypting this 
signature wording of a telegram with the 1 st password, it is the method registered after having 
enciphered with a common key (the 3rd key) generated temporarily, transmitting between 
centers and decrypting this signature wording of a telegram with a common key in the center. 
Therefore, when registering personal information Into a center, higher security nature can be 
secured. When wording of a telegram signed by a signature key from a terminal is transmitted 
after registration of the above-mentioned information, a center is the method which verified this 
signature wording of a telegram by registered verification keys. Therefore, in the center, when it 
can be checked whether this wording of a telegram is signed truly by verification keys registered 
and, as a result, conducts dealings of evidence by an electronic signature, high security nature 
can be secured, 
[0005] 

[Embodiment of the Invention]Hereafter, this invention is explained with reference to drawings. 
Drawin g 1 is a block diagram showing the composition of the system which applied this invention. 
In the figure, the center apparatus of the credit company 6 and 7A of networks, such as the 
Internet, the terminal (the following, common member's terminal) which a settlement center owns 
1, 4A owns 3 r and, as for 4B, a general member owns, the terminal (henceforth, store members 
terminal) which, as for 5A and 5B, a store member owns, and 6A are the center apparatus of the 
bank 7. 

[00Q8]That is, the common member's terminals 4A and 4B are connected to the store member's 
terminals 5A and 5B via the network 3, and the settlement center 1 is connected to the network 
3 via the dedicated line L1 or L2. It is connected to the center apparatus 6A of a credit company 
via the DDX circuit L3, and the settlement center 1 is connected to the center apparatus 7A of 
a bank via the dedicated line LA 

[0007]By the way, there are goods (later delivered goods) which are the existing mail order 
gestalten and are sold as goods displayed by the store member's terminal 5 which is a seller, 
goods, such as a document sold on that spot, software, and a picture, and goods, such as a game 
which employs a computer in real time. On the other hand, the general member who is a buyer 
transferred specified amount, for example to the bank account of the settlement center 1 T etc, 
beforehand, and when this is checked by the settlement center 1, he acquires the virtual prepaid 
card in which the value information of the specified amount published from the settlement center 
1 was given. If the goods which are provided via the network 3 from the store member's terminal 
5, and are displayed on the terminal 4 here are purchased by the general member, In the 
settlement center 1, the price of purchasing commodities is subtracted from the value 
information of the virtual prepaid card given to the general member, and payment of the 
remuneration of the purchasing commodity is made to an applicable store member, 
[0008]Next, drawing._2Js a block diagram showing the composition of the settlement center 1, 
The WWW server with which 12 delivers between the networks 3 and receives various kinds of 
Information via the circuit selected with the router 1 1 in the figure, The security server which 
serves to prevent unjust access of as opposed to the settlement center 1 from the network 3 in 
13, The communications server with which 14 performs the credit company 6 or the bank 7, and 
data communications. The communication processing server with which 1 5 performs a below- 
mentioned electronic signature, signature verification, etc. to creation of transmitted wording of 
a telegram (send data), the analyses of a received message (received data), and these wording of 
a telegram, The database with which 16 accumulates these processing information, and 17 are 
printers which output the output and log information of the error information generated in the 
settlement center 1 at the time of data processing, 

[0009] 18 is a settling server and the settling server 18, Perform storage and file management to 
the databases 19, such as registers, such as a member register (general member register), a 
store register, a signature key that is needed in the case of the above-mentioned encryption or 
an electronic signature, and verification keys, and a treating number register, and. If the received 
data from the communications server 15 are inputted, settlement processing of the virtual 
prepaid card published to each general member based on the memory content of the database 
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19 will be performed, and it gives the communication processing server 15 by using the 
processing result as send data, 20 is a server for reference / statistics which performs search 
and inquiry processing, a members registration processing, refund processing, statistical- 
materials creation processing, etc., and is outputted to the printer 21. 23 is a backup center 
which backs up the information processed in the above each part, 

[0010]Next, order is concretely explained for the processing operation of each part of this 
system later on using each drawing after drawing 3 , It explains from the subscription processing 
of the member to this system first. Drawing..3 js a figure showing a general member's 
subscription processing to this system. In the settlement center 1, the initial screen format for a 
general member subscription application is always transmitted on the network 3 (time **X Here, 
if the user of the network 3 who inputted the initial screen format performs a subscription 
request from the terminal 4 (time **X in the settlement center 1, a subscription screen will be 
crea ted and it will send to the terminal 4 (time ##X If the above-mentioned user who inputted 
this subscription screen makes a subscription application from the terminal 4 (time in the 
settlement center 1, the application software for admission recognition (henceforth, AP 
software) which used the code function etc, will be prepared, and a user will download that AP 
software to the terminal 4 (time **X Then, general membership number use agreement etc, are 
mailed to the subscription proposer who is the above-mentioned user in the settlement center 1 
(time **X membership registration data a subscription proposer checks this, use AP software 
from the terminal 4, and using the code — transmitting (time **) — in the settlement center 1, 
it registers with the database 19 as a member register. Thus, subscription of the general member 
who is a buyer of goods is performed, 

[001 1]Next T a store member's subscription is performed in the procedure shown in drawing 4 , 
That is, if the user of the network 3 who inputted the initial screen format from the settlement 
center 1 to the initial screen format for a store member affiliation application (time **) 
transmitted on the network 3 performs a subscription request from the terminal 5 (time *#X in 
the settlement center 1, a subscription screen will be created and it will send to the terminal 5 
(time **X If the above-mentioned user who inputted this subscription screen makes a 
subscription application from the terminal 5 (time **X in the settlement center 1, AP software 
for affiliation recognition which used the code function etc. will be prepared, and a user will 
download that AP software to the terminal 5 (time **X Then, in the settlement center 1 r a store 
membership number member's store articie etc, are mailed to the affiliation proposer who is the 
above-mentioned user (time **X store registration data an affiliation proposer checks this and 
using the code using the terminal 5 to AP software — transmitting (time **) — in the 
settlement center 1 , it registers with the database 1 9 as a store member register. Thus, 
affiliation of the store member who is a seller of goods is performed 

[0012]In this way, after each member joins this system, a general member transmits the virtual 
prepaid oard requested data using a below-mentioned electronic signature, a code, etc. to the 
settlement center 1 via the network 3 from the terminal 4, as shown in drawing 5 (time **), 
Then, in the settlement center 1, the payment from the general member is checked and the 
virtual prepaid card of the value information of the specified amount using an electronic 
signature, a code, etc, is published to the addressing to a general member (time #*X A general 
member acquires the virtual prepaid card via the network 3 by time **. 

CO0 131 Drawing 12 - drawing 1,5 are the figures showing the example of issue of such a virtual 
prepaid card by the settlement center 1, That is, in the example of drawing 12, a general member 
performs a prepaid demand using the terminal 4 first (time *#). By then, the thing for which the 
virtual prepaid card which gave the value information of specified amount to that general member 
will be published if the credit data about this general member are asked to the credit company 6 
in the settlement center 1 and credit data are acquired (time **X The general member who 
performed the prepaid demand acquires a prepaid card (time ##X Then, in the settlement center 
1 r the specified amount is paid in from the credit company 6 (time **X and specified amount is 
pulled down from the account of the above-mentioned general member of the bank 7 in the 
credit company 6 (time **). 

[0014]next — in the example of drawing 13, a general member uses the terminal 4 first — a 
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prepaid demand ■ — carrying out (time **) — transfer of the specified amount to the bank 72 or 
the post office 82 with the settlement center 1 and dealings is directed to the bank 71 or the 
post office 81 which has an own account via a circuit (time **). Then, transfer of specified 
amount is performed by the bank 71 or the post office 81 at the bank 72 or the post office 82 
with the settlement center 1 and dealings (time **). 3n the settlement center 1, if the payment 
from the above-mentioned member who gave the prepaid demand to the bank 72 or the post 
office 82 is checked and payment is checked (time **), the virtual prepaid card of specified 
amount will be published to the above-mentioned addressing to a member As a result, the 
general member who performed the prepaid demand acquires a prepaid card (time **). 
[001 5]next — in the example of drawing 14, a general member uses the terminal 4 first — a 
prepaid demand — carrying out (time **) — the specified amount to the bank 7 or the post 
office 8 with the settlement center 1 and dealings is transferred (time Then, in the 
settlement center 1, if the payment from the above-mentioned member who gave the prepaid 
demand to the bank 7 or the post office 8 is checked and payment is checked (time the 
virtual prepaid card of specified amount will be published to the above-mentioned addressing to 
a member As a result the general member who performed the prepaid demand acquires a 
prepaid card (time 

[001 6]next — in the example of drawing JJ>, a genera! member uses the terminal 4 first — a 
prepaid demand — carrying out (time #*) — registered mail is mailed to the settlement center 1 
(time **). Then r in the settlement center 1, if the registered mail from the above-mentioned 
member who performed the prepaid demand is received and payment is checked (time **), the 
virtual prepaid card of specified amount wilt be published to the above-mentioned addressing to 
a member As a result, the general member who performed the prepaid demand acquires a 
prepaid card (time 

[0017]In this way, if the virtual prepaid card in which value information was given is acquired, as 
shown in drawing, 6 f a general member, Operate the terminal 4, choose which goods to purchase 
among each goods which are provided via the network 3 from the store member's terminal 5, and 
are displayed on the terminal 4 (time **), order-taking~and-order-placement processing is made 
to complete (time and the price balancing account is directed to the settlement center 1 
(time **). Then, processing of transactions as shown below between the common member's 
terminal 4 and the store member's terminal 5 is started 

[0018]That is, as shown in drawing ?, the demand information (payment indication), including a 
transaction number etc M that the electronic signature and the code were given is first sent to 
the settlement center 1 via the network 3 from the terminal 4 in this case (time **). In then, the 
settlement center 1 That member who performed this transaction number demand is general 
member check-top, demand information (advice of payment), including the transaction number 
etc. which performed the general member's balance attestation (time **), and gave the 
electronic signature and the code to the terminal 5 via the network 3, — transmitting (time **) - 
- new remainder is notified to the terminal 4 (time **). As a result, settlement of accounts of a 
general member and a store member is completed, 

[0019]Thus, after dealing of goods and settlement processing are performed, delivery of selling 
merchandise is performed to the common member's terminal 4 via the network 3 from the store 
member's terminal 5 ( drawing 8). As a class of the goods delivered via the network 3 here t there 
are goods mentioned above, such as a document, software, and a picture, and the product of the 
existing mail order gestalt is delivered later. And after delivery of selling merchandise is 
performed, as shown in drawing. 9, the application for payment of the price which is equivalent to 
the selling merchandise from the store member's terminal 5 to the settlement center 1 is 
transmitted (time Then, in the settlement center 1, this price amount equivalent is 
transferred to the account of the applicable store member of the bank 7 (time 
[0020]Thus t as for this system, the buyer of goods purchases a virtual prepaid card from the 
settlement center 1 by the means of a credit card or a home banking, The seller of goods 
reduces a buyer's virtual balance by a commodity price via the settlement center 1 in electronic 
commerce technology, and performs invoicing to the settlement center 1, and used to be made 
to receive payment, while performing electronic commerce technology. 
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[D021] Drawing 10 is a flow chart in which showing important section operation of this invention, 
and showing the operation situation of each terminals 4 and 5 in the case of holding membership 
registration from each terminals 4 and 5 to the settlement center 1, and can secure security 
nature high as a system by stepping on each step as shown in drawjog. lp* That is, at Step S1, 
they are the two passwords A for encryption (the 1st password and the password B (the 2nd 
password) are entered.) first Then, in Step S2, alter operation of the contents of registration to 
the settlement center 1 is performed As these contents of registration, personal information 
such as a member individual's address, a name, and a date of birth, is included. And the ''kind" 
for generating the verification keys (public key) which become a signature key for verifying a 
below-mentioned signature key (secret key; equivalent to a seal) and this signature key at Step 
S3 continuously and a pair is inputted. When inputting this "kind" here, the sign by a member 
individual's autograph is inputted from the keyboard which the terminal 4 does not illustrate, for 
example, or it is automatically inputted using a random number within the terminal 4. Then, in 
step S4, the signature key and verification keys according to the inputted "kind" are generated. 
Here, when generating a signature key and verification keys, it is generated so that the function 
of a signature key may serve as verification keys. That is, when a signature key is set to p and q 

as an example, the verification keys n are generated so that it may be set to n^p^xq. 
[0022]The generated signature key is saved at the file which is not illustrated in each terminals 4 
and 5, respectively. When saving a signature key here at a file, a signature key is enciphered with 
the password 8 at Step $5, it enciphers with the password A further with that individual's 
hysteresis information (namely, in this case individual merchandise purchase hysteresis 
informationX and this is saved at a file. As a result, a signature key is kept by the fife by a 
layered structure as shown in drawing „1 0 ,(aX Therefore, it Is only that the third party can display 
the merchandise purchase hysteresis information of the individual applicable to the password A, 
etc, on the indicator which a terminal does not illustrate even if the password A is decoded by 
the third party, The signature key can secure high security nature, when it is not used for the 
act (service to be signed) accompanied by settlement of the merchandise purchase by a third 
party, etc, and, as a result, conducts the dealings of evidence by an electronic signature, since it 
is further enciphered with the password B, 

[0023]Next, when registering an above-mentioned entry content to the settlement center 1, 
there are two kinds of following methods. First, the 1st method signs with a signature key at 
Step S6 to the contents inputted at Step S2 t and the verification keys generated by step S4, 
enciphers this with the password A, and once saves it at a file. Subsequently, after solving a 
code with the password A at Step S7 (decryption), the settlement center 1 and a fine connection 
are performed at Step S8. And after that, it enciphers with the common key (encryption key) 
temporarily generated by step S9 in the case of transmission of the contents of registration with 
the settlement center 1, and transmits to the settlement center 1. In the settlement center 1, 
this wording of a telegram is decrypted with the above-mentioned common key, and is 
registered. Next, the 2nd method performs the settlement center 1 and a line connection at Step 
S8, after signing with a signature key at Step S10 to the contents inputted at Step S2 T and the 
verification keys generated by step S4. And after that, it enciphers with the common key 
(encryption key) temporarily generated by step S9 in the case of transmission of the contents of 
registration with the settlement center 1, and transmits to the settlement center 1, In the 
settlement center 1, this wording of a telegram is decrypted with the above-mentioned common 
key, and is registered. 

[0024]Thus, it registers with the settlement center 1 with a gestalt as the personal data of a 
general member or a store member show to drawing 1 0 (b). Then, since it verifies whether the 
electronic signature of the wording of a telegram is carried out truly by the signature key and a 
pair of verification keys so that it may mention later when the wording of a telegram signed by 
the signature key from each terminal has been sent, in a commodity transaction, a reliable 
system is realizable in the settlement center 1, 

[00253DrawingJJ i( ..is a flow chart showing operation in case a general member's terminal 4 
registered into the settlement center 1 in this way performs electronic commerce technology. 
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Namely, if alter operation of the password A is performed at Step S11 in the settlement center 1 
and the common member's terminal 4 in a non-connected state (offline state), The past 
transaction data (namely, shopping historical data; merchandise purchase hysteresis information) 
saved at the common member's terminal 4 is displayed on the indicator which the terminal 4 
does not illustrate as an indicative data shown in drawing 1 1, (a) at Step S12. In drawing 11 (a) r 
yy» mm, and dd show a year T the moon, and a day respectively, 

[0026]Then, when alter operation of the password B is performed at Step S13 in the above- 
mentioned general member s terminal 4, in this members terminal 4. It is judged as that from 
which the signature key for signing the wording of a telegram (namely, transaction number 
requested data described, for example by explanation of d raw ing 7) transmitted to the settlement 
center 1 was taken out, and a signature shifts to required service between the settlement 
centers 1 in Step S14. Namely, after a signature key is taken out by the input of the above- 
mentioned password B and the settlement center 1 and a line connection are performed, 
supposing the above-mentioned wording of a telegram is signed with that signature key and this 
signature wording of a telegram is transmitted from that common member's terminal 4, In the 
settlement center 1, this wording of a telegram is received, and this received message is 
decoded by the verification keys registered at the time of membership registration, and it 
checks. And if a check is set to OX, after performing the genera! member's balance attestation, 
the advice of payment which gave the electronic signature and the code to the store members 
terminal 5 will be transmitted, and new remainder is notified to the common member's terminal 4. 

[0027]Thus t in order to encipher the signature key certainly used with the passwords A and B at 
the clearing time, Even when the password A was decoded and a third party understands the 
whereabouts of a signature key, the third party cannot take out a signature key, therefore can 
prevent use of the signature key by a third party. That is, in this case, the third party can only 
peruse for example, the shopping history of the owner of this signature key, etc, and can 
preven t the shift to account settlement services to be signed. Since a signature key cannot be 
taken out unless the password A comes to hand, even if it can also expect the effect of being 
hard to use a signature key and the password B comes to hand by chance, even if a third party 
obtains a signature key by chance, the effect which prevents use of the password B is also 
expectable. 

[0028]By providing a signature key and verification keys in a pair, managing a signature key at 
each terminal, putting verification keys in block in the settlement center 1, and managing, Since 
the third party has to make wording of a telegram certainly decode by verification keys using the 
settlement center 1 at the time of a commercial transaction for accounts to be settled even 
when the signature key has included a third party's hand, the degree of encryption of a signature 
key can also be weakened. Therefore, when enciphering a signature key, the password A can 
perform, and the password B can be made unnecessary. 
[0029] 

[Effect of the fnvention]As explained above, according to this invention, a center and a terminal 
are connected via a network, When transmitting and registering with a center from the terminal 
side by making information, including personal information etc., into wording of a telegram, sign 
personal information in an individual by the terminal side, transmit to a center, and. Since it 
enciphers with a password and was made to keep this signature key, the high security nature of 
the personal information registered via a network can be secured, therefore the unauthorized 
use by the third party of such personal information can be prevented exactly, Since a password 
is managed only individually, the unauthorized use of a password is restricted when the person 
himself/herself involves by (eak by the inattention of the person himself/herself, etc., and it can 
maintain security high as the whole system. Constitute the above-mentioned password from the 
1st and 2nd passwords, and a terminal enciphers a signature key with the 1st password, and. 
Since it enciphers with the 2nd password further and the signature key enciphered with the 1st 
password was held, Even if the 1st password is decoded by the third party, since the signature 
key is further enciphered with the 2nd password, when a signature key is limited to use of only 
the person himself/herself and it, as a result, conducts the dealings of evidence by an electronic 
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signature, high security nature can be secured. When transmitting signature wording of a 
telegram to a center, encipher with the 1st password, save a terminal temporarily, and. Since are 
at the transmitting-in center time, it enciphers and transmits with a common key after 
decrypting this signature wording of a telegram with the 1 st password, and this signature wording 
of a telegram is decrypted with a common key in the center and it was made to register, when 
registering persona) information into a center, higher security nature can be secured. Since the 
center verified this signature wording of a telegram by the registered verification keys when the 
wording of a telegram signed by the signature key from the terminal was transmitted after 
registration of the above-mentioned personal information, In the center, when it can be checked 
whether this wording of a telegram is signed truly and T as a result, conducts the dealings of 
evidence by an electronic signature, high security nature can be secured. 



[Translation done J 
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* NOTICES * 

JPO and INPII are not responsible for any 
damages caused by the use of this translation. 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely, 

2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



TECHNICAL HELD 

[Field of the Inventron]Thts invention relates to the registration method of the information at the 
time of registering information, including personal information etc., via a network. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation, 

1 This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated, 
3Jn the drawings, any words are not translated. 



PRIOR ART _____ 

[Description of the Prior Art]Electronic commerce technology {electronic commerce) is being 
realized by progress of multimedia art or the spread of the Internet. The payment system by a 
credit card is known as one of the payment systems on such a network 



[Translation done.] 



http://www4.ipdUnpit.go jp/cgi-bin/tran„web^cgi„ejye?atw_u=http%3A%2F%2Fwww4.i... 2008/04/ 1 5 



JP.KM62067A [EFFECT OF THE INVENTION] 



1/1 i? 



* NOTICES * 

JPG and INPIT are not responsible for any 
damages caused by the use of this translation. 

1, This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. #*#* shows the word which can not be translated 
3.1n the drawings, any words are not translated. 



EFFECT OF THE INVENTION 



[Effect of the Invention] As explained above, in this invention, a center and a terminal are 
connected via a network, When transmitting and registering with a center from the terminal side 
by making information, including personal information etc., into wording of a telegram, signed 
personal information in the individual by the terminal side, and it transmitted to the center, and it 
enciphers with a password and was made to keep this signature key. 

Therefore, the high security nature of the personal Information registered via a network can be 
secured, therefore the unauthorized use by the third party of such personal information can be 
prevented exactly. 

Since a password is managed only individually, the unauthorized use of a password is restricted 
when the person himself/herself involves by leak by the inattention of the person 
himself /herself etc., and it can maintain security high as the whole system. Constitute the 
above-mentioned password from the 1st and 2nd passwords, and a terminal enciphers a 
signature key with the 1st password, and. Since it enciphers with the 2nd password further and 
the signature key enciphered with the 1st password was held, Even if the 1st password is 
decoded by the third party, since the signature key is further enciphered with the 2nd password, 
when a signature key is limited to use of only the person himself/herself and it, as a result, 
conducts the dealings of evidence by an electronic signature, high security nature can be 
secured. When transmitting signature wording of a telegram to a center, encipher with the 1st 
password, save a terminal temporarily, and, Since are at the transmitting-in center time, it 
enciphers and transmits with a common key after decrypting this signature wording of a telegram 
with the 1st password, and this signature wording of a telegram is decrypted with a common key 
in the center and it was made to register, when registering personal information into a center, 
higher security nature can be secured. Since the center verified this signature wording of a 
telegram by the registered verification keys when the wording of a telegram signed by the 
signature key from the terminal was transmitted after registration of the above-mentioned 
personal information, In the center, when ft can be checked whether this wording of a telegram is 
signed truly and, as a result, conducts the dealings of evidence by an electronic signature, high 
security nature can be secured. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation, 

"LThis document has bean translated by computer. So the translation may not reflect the original 
precisely. 

2,**** shows the word which can not be translated 
3Jn the drawings, any words are not translated. 



TECHNICAL PROBLEM 

[Problern(s) to be Solved by the Invention]It is necessary to register personal information into a 
center via a network m such a settlement system. However, since such a settlement system 
intervenes networks, such as the Internet, and electronic commerce technology is performed 
between many and unspecified persons, there is a possibility that personal information may be 
freely used for others and unjust dealings may be conducted to them — therefore, encoding 
technology and the person himself/herself — it is requested that thoroughgoing organization is 
taken about security, such as attestation. Therefore, an object of this invention is to secure high 
security, when registering information, including personal information etc., via a network, and 
when holding personal information. 



[Translation done.] 
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* NOTICES * 

JPO and INPIT are not responsible far any 
damages caused by the use of this translation, 

1This document has been translated by computer So the translation may not reflect the original 
precisely. 

2.**** shows the word which can not be translated. 
3in the drawings, any words are not translated. 



MEANS 

[Means for Solving the Problem]In order to solve such a technical problem, a center and a 
terminal are connected to this invention via a network, When transmitting to a center as wording 
of a telegram and registering information on a terminal via a network, a terminal, Sign with 
verification keys and the 2nd key (signature key) generated by pair to the above-mentioned 
wording of a telegram which consists of the 1st key (verification keys) for performing verification 
of the above-mentioned information and this information, transmit to a center, and make it 
register via a network, and. It is the method which enciphers with a password and held a 
signature key at a terminal. Therefore, when transmitting and registering with a center from the 
terminal side by making information, including personal information etc., into wording of a 
telegram, sign personal information in an individual by the terminal side, transmit to a center, and. 
Since it enciphers with a password and was made to keep this signature key, the high security 
nature of personal information registered via a network can be secured, therefore an 
unauthorized use by a third party of such personal information can be prevented exactly. Since a 
password is managed only individually, an unauthorized use of a password is restricted when the 
person himself/herself involves by leak by inattention of the person himself/herself etc., and it 
can maintain security high as the whole system^ Constituting the above-mentioned password 
from the 1st and 2nd passwords, a terminal enciphers a signature key with the 1st password 
(password B) t and it is the method which enciphers with the 2nd password (password A) further, 
and held a signature key enciphered with the 1st password. Therefore, even if the 1st password 
is decoded by third party, since a signature key is further enciphered with the 2nd password, 
when a signature key is limited to use of only the person himself/herself and it, as a result, 
conducts dealings of evidence by an electronic signature, high security nature can be secured. 
When transmitting signature wording of a telegram to a center, encipher with the 1st password, 
save a terminal temporarily, and. It is at the transmittingHn center time, and after decrypting this 
signature wording of a telegram with the 1st password, it is the method registered after having 
enciphered with a common key (the 3rd key) generated temporarily, transmitting between 
centers and decrypting this signature wording of a telegram with a common key in the center. 
Therefore, when registering personal information into a center, higher security nature can be 
secured. When wording of a telegram signed by a signature key from a terminal is transmitted 
after registration of the above-mentioned information a center is the method which verified this 
signature wording of a telegram by registered verification keys. Therefore, in the center, when it 
can be checked whether this wording of a telegram is signed truly by verification keys registered 
and, as a result, conducts dealings of evidence by an electronic signature, high security nature 
can be secured. 
[0005] 

[Embodiment of the Invention]Hereafter, this invention is explained with reference to drawings. 
Drawing 1, is a block diagram showing the composition of the system which applied this invention. 
In the figure, the center apparatus of the credit company 6 and 7A of networks, such as the 
Internet, the terminal (the following, common member's terminal) which a settlement center owns 
1, 4A owns 3, and, as for 4B, a general member owns, the terminal (henceforth, store member's 
terminal) which, as for 5A and 5B, a store member owns, and 6A are the center apparatus of the 
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bank 7. 

[0006]That is t the common member's terminals 4A and 4B are connected to the store member's 
terminals 5A and 5B via the network 3, and the settlement center 1 is connected to the network 
3 via the dedicated line L1 or L2. It is connected to the center apparatus 6A of a credit company 
via the DDX circuit L3, and the settlement center 1 is connected to the center apparatus 7A of 
a bank via the dedicated line LA 

[0007]By the way, there are goods (later delivered goods) which are the existing mail order 
gestalten and are sold as goods displayed by the store member's terminal 5 which is a seiier, 
goods, such as a document sold on that spot, software, and a picture, and goods, such as a game 
which employs a computer in real time. On the other hand, the general member who is a buyer 
transferred specified amount for example to the bank account of the settlement center 1, etc. 
beforehand, and when this is checked by the settlement center 1, he acquires the virtual prepaid 
card In which the value information of the specified amount published from the settlement center 
1 was given. If the goods which are provided via the network 3 from the store member's terminal 
5, and are displayed on the terminal 4 here are purchased by the general member, In the 
settlement center 1 t the price of purchasing commodities is subtracted from the value 
information of the virtual prepaid card given to the genera! member, and payment of the 
remuneration of the purchasing commodity is made to an applicable store member, 
[0008]Next, drawing 2 is a block diagram showing the composition of the settlement center "L 
The WWW server with which 12 delivers between the networks 3 and receives various kinds of 
information via the circuit selected with the router 11 in the figure, The security server which 
serves to prevent unjust access of as opposed to the settlement center 1 from the network 3 in 
13, The communications server with which 14 performs the credit company 6 or the bank 7, and 
data communications, The communication processing server with which 15 performs a below- 
mentioned electronic signature, signature verification, etc, to creation of transmitted wording of 
a telegram (send data), the analyses of a received message (received data), and these wording of 
a telegram, The database with which 16 accumulates these processing information, and 17 are 
printers which output the output and tog information of the error information generated in the 
settlement center 1 at the time of data processing, 

[0009]18 rs a settling server and the settling server 18, Perform storage and file management to 
the databases 19, such as registers, such as a member register (general member register), a 
store register, a signature key that is needed in the case of the above-mentioned encryption or 
an electronic signature, and verification keys, and a treating number register, and. If the received 
data from the communications server 15 are inputted, settlement processing of the virtual 
prepaid card published to each general member based on the memory content of the database 
19 w jj| t> e performed, and it gives the communication processing server 15 by using the 
processing result as send data, 20 is a server for reference / statistics which performs search 
and inquiry processing, a member s registration processing, refund processing, statistical— 
materials creation processing, etc, and is outputted to the printer 21, 23 is a backup center 
which backs up the information processed in the above each part, 

[0Q10]Next, order is concretely explained for the processing operation of each part of this 
system later on using each drawing after drawing. 3, It explains from the subscription processing 
of the member to this system first Drawing 3 is a figure showing a general member's 
subscription processing to this system. In the settlement center 1, the initial screen format for a 
genera! member subscription application is always transmitted on the network 3 (time **). Here, 
if the user of the network 3 who inputted the initial screen format performs a subscription 
request from the terminal 4 (time *#), in the settlement center 1, a subscription screen will be 
created and it will send to the terminal 4 (time **). If the above-mentioned user who inputted 
this subscription screen makes a subscription application from the terminal 4 (time in the 
settlement center 1, the application software for admission recognition (henceforth, AP 
software) which used the code function etc. will be prepared, and a user will download that AP 
software to the terminal 4 (time **). Then, general membership number use agreement etc, are 
mailed to the subscription proposer who is the above-mentioned user in the settlement center 1 
(time **\ membership registration data a subscription proposer checks this, use AP software 
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from the terminal 4, and using the code — transmitting (time **) — In the settlement center 1, 
it registers with the database 19 as a member register Thus, subscription of the general member 
who is a buyer of goods is performed. 

[0Q11]Next, a store members subscription is performed in the procedure shown in drawing^ 
That is, if the user of the network 3 who inputted the initial screen format from the settlement 
cen ter 1 to the initial screen format for a store member affiliation application (time **) 
transmitted on the network 3 performs a subscription request from the terminal 5 (time #*X in 
the settlement center 1, a subscription screen will be created and it will send to the terminal 5 
(time If the above-mentioned user who inputted this subscription screen makes a 
subscription application from the terminal 5 (time ##), in the settlement center 1, AP software 
for affiliation recognition which used the code function etc. will be prepared, and a user will 
download that AP software to the terminal 5 (time **X Then, in the settlement center 1, a store 
membership number members store article eta are mailed to the affiliation proposer who is the 
above-mentioned user (time **), store registration data an affiliation proposer checks this and 
using the code using the terminal 5 to AP software — transmitting (time **) — in the 
settlement center 1, it registers with the database 19 as a store member register. Thus, 
affiliation of the store member who is a seller of goods is performed. 

[0012]In this way, after each member joins this system, a general member transmits the virtual 
prepaid card requested data using a below-mentioned electronic signature, a code, etc, to the 
settlement center 1 via the network 3 from the terminal 4, as shown in drawing 5 (time 
Then, in the settlement center 1, the payment from the general member is checked and the 
virtual prepaid card of the value information of the specified amount using an electronic 
signature, a code, etc. is published to the addressing to a general member (time **). A general 
member acquires the virtual prepaid card via the network 3 by time **. 

[001 3] Drawing, 12 ~ draw ing 1 5 are the figures showing the example of issue of such a virtual 
prepaid card by the settlement center 1. That is, in the example of drawing ,12, a general member 
performs a prepaid demand using the terminal 4 first (time **)> By then, the thing for which the 
virtual prepaid card which gave the value information of specified amount to that general member 
will be published if the credit data about this genera! member are asked to the credit company 6 
in the settlement center 1 and credit data are acquired (time **). The general member who 
performed the prepaid demand acquires a prepaid card (time **), Then, in the settlement center 
1 r the specified amount is paid in from the credit company 6 (time ##), and specified amount is 
pulled down from the account of the above-mentioned general member of the bank 7 in the 
credit company 6 (time **), 

[0014]next — in the example of drawing 1 3 , a general member uses the terminal 4 first — a 
prepaid demand — carrying out (time **) — transfer of the specified amount to the bank 72 or 
the post office 82 with the settlement center 1 and dealings is directed to the bank 71 or the 
post office 81 which has an own account via a circuit (time **). Then, transfer of specified 
amount is performed by the bank 71 or the post office 81 at the bank 72 or the post office 82 
with the settlement center 1 and dealings (time **), In the settlement center 1, if the payment 
from the above-mentioned member who gave the prepaid demand to the bank 72 or the post 
office 82 is checked and payment is checked (time **), the virtual prepaid card of specified 
amount wilt be published to the above-mentioned addressing to a member. As a result, the 
general member who performed the prepaid demand acquires a prepaid card (time **), 
[0015]next — in the example of drawin g 14 f a general member uses the terminal 4 first — a 
prepaid demand — carrying out (time **) — the specified amount to the bank 7 or the post 
office 8 with the settlement center 1 and dealings is transferred (time ##). Then, in the 
settlement center 1, if the payment from the above-mentioned member who gave the prepaid 
demand to the bank 7 or the post office 8 is checked and payment is checked (time **), the 
virtual prepaid card of specified amount will be published to the above-mentioned addressing to 
a member. As a result, the general member who performed the prepaid demand acquires a 
prepaid card (time **). 

[0016]next — in the example of drawing 1 5 , a general member uses the terminal 4 first — a 
prepaid demand — carrying out (time **) — registered mail is mailed to the settlement center 1 
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(time Then, in the settlement center 1 r if the registered mail from the above-mentioned 
member who performed the prepaid demand is received and payment is checked (time **), the 
virtual prepaid card of specified amount will be published to the above-mentioned addressing to 
a member. As a result the general member who performed the prepaid demand acquires a 
prepaid card (time 

[0017]in this way r if the virtual prepaid card in which value information was given is acquired, as 
shown in drawing .6, a general member, Operate the terminal 4, choose which goods to purchase 
among each goods which are provided via the network 3 from the store member's terminal 5, and 
are displayed on the terminal 4 (time **), order^aking-and-order^placement processing is made 
to complete (time **), and the price balancing account is directed to the settlement center 1 
(time **X Then, processing of transactions as shown below between the common members 
terminal 4 and the store member s terminal 5 is started, 

[0018]That is, as shown in drawing 7, the demand information (payment indication), including a 
transaction number etc., that the electronic signature and the code were given is first sent to 
the settlement center 1 via the network 3 from the terminal 4 in this case (time **X In then, the 
settlement center 1 That member who performed this transaction number demand is general 
member check-top, demand information (advice of payment), including the transaction number 
etc. which performed the genera! member's balance attestation (time **), and gave the ^ 
electronic signature and the code to the terminal 5 via the network 3, — transmitting (time **} ~ 
- new remainder is notified to the terminal 4 (time **X As a result, settlement of accounts of a 
general member and a store member is completed. 

[001 9]Thus, after dealing of goods and settlement processing are performed, delivery of selling 
merchandise is performed to the common member's terminal 4 via the network 3 from the store 
member's terminal 5 (drawing 8). As a class of the goods delivered via the network 3 here, there 
are goods mentioned above, such as a document, software, and a picture, and the product of the 
existing mail order gestalt is delivered later. And after delivery of selling merchandise is 
performed, as shown in drawing 9, the application for payment of the price which is equivalent to 
the selling merchandise from the store member's terminal 5 to the settlement center 1 is 
transmitted (time **). Then, in the settlement center 1, this price amount equivalent is 
transferred to the account of the applicable store member of the bank 7 (time **), 
[0020]Thus, as for this system, the buyer of goods purchases a virtual prepaid card from the 
settlement center 1 by the means of a credit card or a home banking, The seller of goods 
reduces a buyer's virtual balance by a commodity price via the settlement center 1 in electronic 
commerce technology, and performs invoicing to the settlement center 1 , and used to be made 
to receive payment, while performing electronic commerce technology, 

f0021]prawing 10 is a flow chart in which showing important section operation of this invention, 
and showing the operation situation of each terminals 4 and 5 in the case of holding membership 
registration from each terminals 4 and 5 to the settlement center 1, and can secure security 
nature high as a system by stepping on each step as shown in dr a wjngJO, That is, at Step S1, 
they are the two passwords A for encryption (the 1 st password and the password B (the 2nd 
password) are entered,) first. Then, in Step S2, alter operation of the contents of registration to 
the settlement center 1 is performed. As these contents of registration, personal information,^ 
such as a member individual's address, a name, and a date of birth, is included. And the "kind"' 
for generating the verification keys (public key) which become a signature key for verifying a 
below-mentioned signature key (secret key; equivalent to a seal) and this signature key at Step 
S3 continuously and a pair is inputted. When inputting this "kind" here, the sign by a member 
individual's autograph is inputted from the keyboard which the terminal 4 does not illustrate, for 
example, or it is automatically inputted usmg a random number within the terminal 4. Then, in 
step S4, the signature key and verification keys according to the inputted "kind" are generated. 
Here, when generating a signature key and verification keys, it is generated so that the function 
of a signature key may serve as verification keys. That is, when a signature key is set to p and q 
as an example, the verification keys n are generated so that it may be set to n~p z xq. 
[0022]The generated signature key is saved at the file which is not illustrated in each terminals 4 
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and 5, respectively. When saving a signature key here at a file, a signature key is enciphered with 
the password B at Step S5, it enciphers with the password A further with that individual's 
hysteresis information (namely, in this case individual merchandise purchase hysteresis 
information), and this is saved at a file. As a result a signature key is kept by the file by a 
layered structure as shown in drawing 10 (a). Therefore, it is only that the third party can display 
the merchandise purchase hysteresis information of the individual applicable to the password A, 
eta on the indicator which a terminal does not illustrate even if the password A is decoded by 
the third party, The signature key can secure high security nature, when it is not used for the 
act (service to be signed) accompanied by settlement of the merchandise purchase by a third 
party, etc. and r as a result, conducts the dealings of evidence by an electronic signature, since it 
is further enciphered with the password B. 

[0023]Next, when registering an above-mentioned entry content to the settlement center 1, 
there are two kinds of following methods. First, the 1 st method signs with a signature key at 
Step S6 to the contents inputted at Step S2, and the verification keys generated by step S4, 
enciphers this with the password A, and once saves it at a file. Subsequently, after solving a 
code with the password A at Step S7 (decryption), the settlement center 1 and a line connection 
are performed at Step S8. And after that, it enciphers with the common key (encryption key) 
temporarily generated by step S9 in the case of transmission of the contents of registration with 
the settlement center 1, and transmits to the settlement center 1, !n the settlement center 1, 
this wording of a telegram is decrypted with the above-mentioned common key, and is 
registered. Next, the 2nd method performs the settlement center 1 and a line connection at Step 
S8, after signing with a signature key at Step S10 to the contents inputted at Step S2, and the 
verification keys generated by step S4. And after that, it enciphers with the common key 
(encryption key) temporarily generated by step S9 in the case of transmission of the contents of 
registration with the settlement center 1, and transmits to the settlement center "L In the 
settlement center 1, this wording of a telegram is decrypted with the above-mentioned common 
key, and is registered, 

[0024]Thus, it registers with the settlement center 1 with a gestalt as the personal data of a 
general member or a store member show to drawing. .10 (b). Then, since it verifies whether the 
electronic signature of the wording of a telegram is carried out truly by the signature key and a 
pair of verification keys so that it may mention later when the wording of a telegram signed by 
the signature key from each terminal has been sent, in a commodity transaction, a reliable 
system is realizable in the settlement center 1. 

[0025]Drawing„.lLJs a flow chart showing operation in case a general member s terminal 4 
registered into the settlement center 1 in this way performs electronic commerce technology. 
Namely, if alter operation of the password A is performed at Step S1 1 in the settlement center 1 
and the common member's terminal 4 in a non-connected state (offline state), The past 
transaction data (namely, shopping historical data; merchandise purchase hysteresis information) 
saved at the common member's terminal 4 is displayed on the indicator which the terminal 4 
does not illustrate as an indicative data shown in draw ing 11 (a) at Step S12. In drawijig_lL(a), 
yy, mm, and dd show a year, the moon, and a day respectively, 

[0026]Then, when alter operation of the password B is performed at Step S13 in the above- 
mentioned general members terminal 4, in this member's terminal 4, It is judged as that from 
which the signature key for signing the wording of a telegram (namely, transaction number 
requested data described, for example by explanation of drawing 7) transmitted to the settlement 
center 1 was taken out, and a signature shifts to required service between the settlement 
centers 1 in Step S1 4. Namely, after a signature key is taken out by the input of the above- 
mentioned password B and the settlement center 1 and a line connection are performed, 
supposing the above-mentioned wording of a telegram is signed with that signature key and this 
signature wording of a telegram is transmitted from that common member's terminal 4, In the 
settlement center 1, this wording of a telegram is received, and this received message is 
decoded by the verification keys registered at the time of membership registration, and it 
checks. And if a check is set to O.K., after performing the general member's balance attestation, 
the advice of payment which gave the electronic signature and the code to the store member's 
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terminal 5 will be transmitted, and new remainder is notified to the common member's terminal 4. 

[0027]Thus, in order to encipher the signature key certainly used with the passwords A and B at 
the clearing time, Even when the password A was decoded and a third party understands the 
whereabouts of a signature key, the third party cannot take out a signature key, therefore can 
prevent use of the signature key by a third party. That is, in this case, the third party can only 
peruse for example, the shopping history of the owner of this signature key, etc., and can 
prevent the shift to account settlement services to be signed. Since a signature key cannot be 
taken out unless the password A comes to hand, even if it can also expect the effect of being 
hard to use a signature key and the password B comes to hand by chance, even if a third party 
obtains a signature key by chance, the effect which prevents use of the password B is also 
expectable, 

[0028]By providing a signature key and verification keys in a pair, managing a signature key at 
each terminal putting verification keys in block in the settlement center 1, and managing, Since 
the third party has to make wording of a telegram certainly decode by verification keys using the 
settlement center 1 at the time of a commercial transaction for accounts to be settled even 
when the signature key has included a third party's hand, the degree of encryption of a signature 
key can also be weakened. Therefore, when enciphering a signature key, the password A can 
perform, and the password B can be made unnecessary. 



[Translation done,] 
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* NOTICES * 

JPO and 1NPJT are not responsible for any 
damages caused by the use of this translation. 

1,This document has been translated by computer. So the translation may not reflect the original 
precisely* 

2*#*#* shows the word which can not be translated 
3in the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a block diagram showing the composition of the system of this invention, 

[Drawl ng 2] It is a block diagram of the settlement center which constitutes the above-mentioned 

system. 

[Drawing 3] It is a figure showing a general member's register ope ratio n> 
[Drawing 4]it is a figure showing a store member's register operation. 

[Drawin g 5] It is a figure showing the virtual prepaid card acquisition operation through a common 
member's terminal. 

[Drawing 6] It is a figure showing the selection operation of a purchasing commodity and order- 
taking-and-order-p la cement operation through a common member s terminal 
[Drawing 7] It is a figure showing the settiement-of-aecounts operation at the time of a 
commodity transaction. 

[Drawing 8]It is a figure showing the goods delivery situation at the time of a commodity 
transaction, 

[Drawing 9]It is a figure showing payment operation of the settlement center at the time of a 
commodity transaction. 

[Drawing 10] It is a flow chart showing an operation situation in case each terminal holds 
membership registration to a settlement center. 

[Drawing 1 1] It is a flow chart showing operation in case a common member's terminal performs 
electronic commerce technology, 

[Drawing 12] It is a figure showing the 1st example of virtual prepaid card acquisition, 
[Pjrawing ,133lt is a flgure showing the 2nd example of virtual prepaid card acquisition. 
[Drawing 14] It is a flgure showing the 3rd example of virtual prepaid card acquisition. 
[Drawing !5]It is a figure showing the 4th example of virtual prepaid card acquisition. 
[Description of Notations] 

1 — A settlement center, 3 — A network, 4, 4A t 4B — Common member's terminal, 5, 5A, 5B — 
A store member's terminal, 6 — A credit company, 7 and 71, and 72 — bank, B and 81, and 82 - 
- [ — A router, 12-15, 17, 1 8 20 / — A server, 23 / ~~ Backup center. ] A post office, 6A, 7A, 
8 A — A center apparatus, 11 , 22 
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